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Abstract: The application identification technology in traditional firewall can not identify the type of specific

application, and is difficult to identify and control the function of the same application with finer granularity.

This paper deeply analyzes the application identification technologies, and proposes a new application

recognition method based on port and load, where more detailed message features fields were added, thus the

classification and characterization of application message were conducted more precisely. This novel application

identification technology was verified in firewall device, demonstrating that it improved the efficiency of

recognition and ensured the accuracy of recognition.

Keywords: match rules; application identification; firewall

W TEL K O 14 B, R0 286 107 P AR B %o
o0 2% 1o FH 1264 A 280 B AR S 1 A A R B AT
O 35 W<l RPAE S 4 €7 OO 61 R M S
Xt 0 25 82 P AR S5 42 1l 2 28 AN RE A AR R 4%
I E R 22 000 25 By K 35k 77 it R FH TRT 20 1
T IR R 3AE T 3, B 2 AN RERH 1B TR
5 A Bt BN RE R BB Y Mty o X A AL
B A8 VIR R BT I By K S AR R B i
TIHZ Sl fgi . 2 TSR B
Xt i b I T I P X 24 22 4 [ LR M 18— ol 4 T 119
fif Tk 7 58, B IR 92— A i 1 K 57 A LU

Wi B H:2017-11-25

i AT s PG R R
1 g GRS

1.1 EFim O8R5l

BEF w110 B T T TANA I Y [
SE Sty 115 38 JEA T RH IO 19 g 2 B R R 3R
HBAR H KA R H Y o AR R R X TR
SR FH Bt AL o F 38 A5 09 0 2 DR TCRE R ), H R
SVt RO AT, TE T R oK
1.2 ETFUEMNHEGRS

FE T B B B SO ) B L AT AR BT A A

EE B AR, i MR . E-mail: 55270072@qq.com
B 3CARE AR B, R IRAE , = 7. BT 0 A U BOR SRR AE B AU R gt b i Bl (). TR R 2525 4, 2018,

40(2):224-227.



o 23]

AR, A LT A U BRI R TE B i AR S8 b i 225

IS B AS ] A DS Y AN ], E I 0 52 1
Sk BB U A 28 O NG RN o R T
PUR PR B TC 5 40 B 4 SCAR I P9 25, LA 5k 2
1A R Sk A0 X4 O T S 1 A 2 L S
AN 5 LRGN A ST B N 2 T AR T HIL B U A X
BN A TAT AR R FH BRI 53 B e A 2%
ANIE A TR AL B AG R FH R85
1.3 EFRHEMHEERS

Xof A — > B 1 Bt (L EA TR HEDC L, YA
B PN S SHe B 2 250K DI IS g — 2R A E BT
PC L — R o AR A2 DCBOORS B, 1 i 52 A o
E [N E SRR AE I[N e =
1.4 HGRAIHE AR L

SRR BN F R & A L PR RE Y LT
BN 1R BT O A U SGR B AR B AR s
b2\ETIRE R [ EIP iE  E R AS T - r  PR | R )
o R ARG, T T W A R TR T IR ) PR SGR
W5 FEBS gD AR S AL, R T
FOAE BLORBR85 oh i 1 FH 5 2 T 0 28000 D SR )
AR T TH ) A R RS B A ET S T 4
P EAR KW TAE R, B 22 i, N3l B 5
FREREE {1

F1 HBURAIRARERE LR

Tab. 1 Performance comparison of protocol identification

G AT LI JZE AN TR 21 68 K 26 B B 107 P ik
F7 0328, JF X A Fh 28 B B EAT i o H T 0
2RI DR T N HTZE AR IZ HANTT  HLIJCE A %)
ATEE o 9 T I BT N B BB BB 1 i
BEHE— I Y BT I 232, AT L B ks D RE A [R]
FEASAS ] B o, FEAT U 98, AT i g 17 FH 44 <7 FiTID
K W — 1 R 2 ML U3 P 8 R 2R 2, e 2 i

®2 MABESE

Tab. 2 Classification of application scenarios
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Tab. 3 Definition of feature field M F kMR R T B SCN A& TR E k.,
s g "H*6+[4:+30 ]*+\x308 .
App_id BT
App_name T 3 QQ SR A it
Datalen_check — E77 BRI KE 0N, 175 % 31 HSETEEEIE
B I BEHE , 001 R/ 55 T, 0x02. 3% I THCR T O1CQ BN SUXT 5 il i A HEAT f 4
Datalen_mask V. ,0x04f?;§;:;5(l[))atalen_check B P A U IR e B e v A R B

iz 55 i 23 3R [l — A 2 s A AL AE T % 7 I 14 TP b
b BRASR BAF A . R i e R AL

Datalen A&/ N R AN VA S
FRAERS UG P30, — Mk 1, R A

Sign_seq o aiead B SIS RS — L B B
iHR, REE ) Ui B 5 A TP ik AN
RS DL LT 2677 DG R R ﬁkarf SRLAAE RN S P )
_— KU, — AN SC AT BE VG e 31 2 A 45 1iE FRAS A8, W SR m] A iE , 596k 2 7 v 11 5
e 5, 5 A A T (A /N D 2 W o o FlEBETSWRSE & LRANEREE—5, W
JHOR R IR H ) DT A ) 6 7 B3 ] — A s I

. AR TP BN, 0 7% TCP, 1 5 £, , AS VU FE IR [o] 55 55 2 i
UDP, JEAF45 char 1l QQ PHSUB 1 B 192 UDP, a5 UDP R ]
B E RS2 0x01 775 H 1Y TP M Jik VT Bl I8 4 2 22l ] TCP #E 47 4% 4w . UDP i
TiE, 0x02 77 38 11 DE IR, 0x04 675 S FH Y ¥ 1 J2 8000, TCP i Fi i) v 11 J2 443, 1 FH #p
) DNS i € , 0x08 /R FFAE (VL IC , i) LA o L RE OB AT ME S AR B IR T S
SIENPC o f KR A H N 0xOF 227% BT 1{(%4: ﬁ"”f‘z?ﬁ’impkﬁ%%ﬁ’ﬁ”wj !

WP, AR IR AR T 1 T NN AR

L i TELRIE W 45 2 R IR s 0T, 1% s I 2%
Signdetail T 2 FH R B 40 56 QQ %5 B AT 01 L QQ 7% 1 i

HBHE IE H 6 SR, 6k il o AR b ow R S I Bt B ik
3)DNS ZE AU AT HR R RN T 64 T AT & 1 R .
A RSB BCATEE A www.baidu.com;

71 2.246661 10.9.28.235 183.60.56.165 0ICQ 89 0ICQ Protocol
72 2.246717 10.9.28.235 183.60.56.165 0ICQ 89 0ICQ Protocol
73 2.74676b 39.9.26.23> 183.60.56.165 OITQ 89 UITY Protocol
74 2.246833 10:9.28.2135 183.60.56.165 0ICQ 89 0ICQ Protocol
75 2.247110 10.9:28:235 183.60.56.165 0ICQ 153 0ICQ Protocol
76 2.252516 10.9_28_235 183.60.56.165 0ICQ 97 0ICQ Protocol
79 2273190 183.60.56.165 10.9.28_235 0ICQ 169 0ICQ Protocol

Frame 72: 89 bytes on wire (712 bits), 89 bytes captured (712 bits) on interface ©
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Fig. 1 Packets of QQ login
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